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Statement of intent

We believe that CCTV and othersurveillance systems have alegitimaterole to playin helpingto
maintain a safe and secure environment for all our staff, students and visitors. However, we
recognise thatthis may raise concerns about the effect onindividuals and their privacy and as such
thisPolicyisintendedto address such concerns. At Coates Primary School we take ourresponsibility
towards the safety of staff, visitors and pupils very seriously. To that end, we use surveillance
cameras to monitorany instances of aggression or physical damage to ourschools and its members.
The purpose of this policy is to manage and regulate the use of the surveillance and CCTV systems at
our schools and ensure that:

e We complywith the GDPR, effective as of 25 May 2018.

e Theimagesthat are captured are useable forthe purposeswe require themfor.

e We reassure those persons whoseimages are being captured, thatthe images are being
handledin accordance with data protection legislation.

This policy covers the use of surveillance and CCTV systems which capture moving and still images of
people who could be identified, as well asinformation relating to individuals for any of the following
purposes:

e Observingwhatanindividualis doing
e Takingactionto preventacrime
e Usingimages of individuals that could affect their privacy



This Policy covers all employees, workers, contractors, agency workers, consultants, governors, past
or presentstudents and may also be relevant to visiting members of the public. This Policy isnon -
contractual and does not form part of the terms and conditions of any employment or other
contract. We may amend this Policy at any time without consultation.

Signed: ..o Date: ..o

1.

Legal framework

1.1This policy has due regard to legislation including, but not limited to, the following:

The Regulation of Investigatory Powers Act 2000

The Protection of Freedoms Act 2012

The General Data Protection Regulation

The Freedom of Information Act 2000

The Education (Pupil Information) (England) Regulations 2005 (as amendedin 2016)

The Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations
2004

The School Standards and Framework Act 1998

The Children Act 1989

The Children Act 2004

The Equality Act 2010

1.2This policy has been created with regard to the following statutory and non-statutory guidance:

Home Office (2013) ‘The Surveillance Camera Code of Practice’
ICO (2017) ‘Overview of the General Data Protection Regulation (GDPR)’

ICO (2017) ‘Guide tothe General Data Protection Regulation’

ICO (2017) ‘Inthe picture: A data protection code of practice for surveillance cameras and
personal information’

1.3This policy operatesin conjunction with the following school policies:

2.

Photography and Videos at School Policy
E-security Policy

Freedom of Information Policy

GDPR Data Protection Policy

Definitions

2.1For the purpose of this policy a set of definitions will be outlined, in accordance with the
surveillance code of conduct:

Surveillance —monitoring the movements and behaviour of individuals; this caninclude
video, audio orlive footage. Forthe purpose of this policy only video and audio footage will
be applicable.

Overtsurveillance —any use of surveillance for which authority does not fall underthe
Regulation of Investigatory Powers Act 2000.

Covertsurveillance —any use of surveillance whichisintentionally not shared with the
subjectsitisrecording. Subjects willnot be informed of such surveillance.



https://www.legislation.gov.uk/ukpga/2000/23/contents
http://www.legislation.gov.uk/ukpga/2012/9/contents/enacted
https://www.eugdpr.org/
https://www.legislation.gov.uk/ukpga/2000/36/contents
http://www.legislation.gov.uk/uksi/2016/808/made
http://www.legislation.gov.uk/uksi/2004/3244/contents/made
http://www.legislation.gov.uk/uksi/2004/3244/contents/made
http://www.legislation.gov.uk/ukpga/1998/31/contents
https://www.legislation.gov.uk/ukpga/1989/41/contents
https://www.legislation.gov.uk/ukpga/2004/31/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.gov.uk/government/publications/surveillance-camera-code-of-practice
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents

2.2 Coates Primary School does not condone the use of covert surveillance when monitoring the
school’s staff, pupils and/orvolunteers. Covert surveillance willonly be operablein extreme
circumstances.

2.3 Anyovertsurveillance footage will be clearly sighposted around the school.

2.4 For the purposes of this policy, the following terms have the following meanings:

CCTVmeansfixed and domed cameras designed to capture and record images of individuals
and property.

Datais information whichis stored electronically orin certain paper-based filing systems
and may include Personal Data. In respect of CCTV, this generally means video images. It may
alsoinclude staticpictures such as printed screen shots.

Data Controllers means the person or organisation that determines when, why and how to
process Personal Data. We are the Data Controller of all Personal Data usedin Coates Primary
School forour own commercial and educational purposes.

Data Processors means the person ororganisationthatis not a Data User that Processes
Personal Dataon our behalf andinaccordance with our instructions (forexample, asupplier
which handles Personal Data on our behalf).

Data Users are those of ouremployees whose work involves Processing Personal Data. This
willinclude those whose duties are to operate CCTV cameras and other surveillance systems to
record, monitor, store, retrieve and delete images. Data users must protect the data they handle
inaccordance with this Policy and our Privacy Standard and Privacy Policy.

Data Subjects means a living, identified oridentifiable individual about whom we hold
Personal Dataas a result of the operation of our CCTV (or othersurveillance systems).

Personal Data means any information identifying a Data Subject or informationrelatingtoa
Data Subjectthat we can identify (directly orindirectly) from that dataalone or in combination
with otheridentifiers we possess or can reasonably access. This will include video images of Data
Subjects.

Processing means any activity thatinvolves the use of Personal Data. Itincludes obtaining,
recording or holding the data, or carrying out any operation or set of operations on the data
including organising, amending, retrieving, using, disclosing, erasing or destroyingit. Processing
alsoincludestransmitting ortransferring Personal Data to third parties.

Surveillance systems means any devices or systems designed to monitoror record images of
individuals orinformation relating to individuals. The termincludes CCTV systems as well as any
technology that may be introduced in the future such as automaticnumber plate recognition
(ANPR), body worn cameras, unmanned aerial systems and any other systems that capture
information of identifiable individuals orinformation relating to identifiable individuals.

3 Roles and Responsibilities
3.1Therole of the data protection officer (DPO) in respect of CCTV includes:

e Ensuringthat all data controllers atthe school handle and process surveillance and CCTV
footage in accordance with data protection legislation.
e Ensuringthat surveillance and CCTV footage is obtainedin line with legal requirements.



e Ensuringthat surveillance and CCTV footage is destroyed in line with legal requirements
whenitfalls outside of its retention period.

¢ Informingdatasubjects of how theirdatacapturedin surveillance and CCTV footage will be
used by the school, theirrights for the data to be destroyed and the measuresimplemented
by the school to protectindividuals’ personal information.

Coates Primary School, as the corporate body, is the data controller.

The Governing Board of Coates Primary School therefore has overallresponsibility forensuring that
records are maintained, including security and access arrangements in accordance with regulations.

3.3The SBM deals with the day-to-day matters relating to data protection and thus, for the benefit
of this policy will act as the data controller.
3.4Therole of the data controllerincludes:

e Processingsurveillance and CCTV footage legally and fairly.

e Collectingsurveillance and CCTV footage for legitimate reasons and ensuring thatitis used
accordingly.

e Collectingsurveillance and CCTV footage thatis relevant, adequateand not excessivein
relationtothe reasonforitscollection.

e Ensuringthat anysurveillanceand CCTV footage identifyinganindividualis not keptfor
longerthanis necessary.

e Protectingfootage containing personal data against accidental, unlawful destruction,
alteration and disclosure —especially when processing over networks.

3.5The role of the Headteacherincludes:

o Meetingwiththe DPOto decide where CCTV is needed to justify its means.

e Conferringwiththe DPO with regard to the lawful processing of the surveillance and CCTV
footage.

e Reviewingthe Surveillance and CCTV Policy toensure itis compliant with current legislation.

¢ Monitoringlegislation to ensure the school is using surveillance fairly and lawfully.

e Communicatingany changesto legislation with all members of staff.

4 Purpose and justification

4.1The school will only use surveillance cameras for the safety and security of the school and its
staff, pupils and visitors.

4.2Surveillance will be used as a deterrentforviolent behaviourand damage to the school.

4.3The school will only conduct surveillance as adeterrentand under no circumstances will the
surveillance and the CCTV cameras be presentin any changing facility.

4. 41f the surveillance and CCTV systems fulfiltheir purposeand are no longerrequired the school
will deactivate them.

5 The data protection principles
5.1Data collected from surveillance and CCTV will be:

e Processed lawfully, fairlyandina transparent mannerin relation toindividuals.

e Collectedforspecified, explicit and legitimate purposes and not further processedina
mannerthatisincompatible with those purposes; further processing forarchiving purposes
inthe publicinterest, scientific or historical research purposes or statistical purposes shall not
be considered to be incompatible with the initial purposes.



e Adequate, relevantand limited to whatis necessaryinrelation to the purposes for which
they are processed.

e Accurate and, where necessary, kept up-to-date; every reasonable step willbe taken to
ensure that personal datathat are inaccurate, havingregard tothe purposesforwhich they
are processed, are erased orrectified without delay.

e Keptina formwhich permitsidentification of datasubjects forno longerthanis necessary
for the purposesforwhich the personal data are processed; personal data may be stored for
longer periods, insofar as the personal datawill be processed solely forarchiving purposesin
the publicinterest, scientificor historical research purposes or statistical purposes, subject to
implementation of the appropriate technical and organisational measures required by the
GDPR in orderto safeguard the rights and freedoms of individuals.

e Processedinamannerthat ensuresappropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction ordamage, using appropriate technical or organisational measures.

6 Objectives
6.1The surveillance system will be used to:

e Maintain a safe environment.

e Ensurethe welfare of pupils, staff and visitors.

e Detercriminal acts against persons and property.

e Assistthe policeinidentifying persons who have committed an offence.

7 Protocols

7.1The surveillance system will be registered with the ICO in line with data protection legislation.

7.2The surveillance systemisaclosed digital system.

7.3Warningsigns have been placed throughout the premises where the surveillance systemis active,
as mandated by the ICO’s Code of Practice.

7.4The surveillance system has been designed for maximum effectiveness and efficiency; however,
the school cannot guarantee that everyincident will be detected or covered and ‘blind spots’ may
exist.

7.5The surveillance system will not be trained onindividuals unless animmediate response to an
incidentisrequired.

7.6The surveillance system will not be trained on private vehicles or property outside the perimeter
of the school.

8 Security

8.1Access to the surveillance system, software and data will be strictly limited to authorised
operators and will be password protected.

8.2The school’s authorised CCTV system operators are:

Mrs Lindsey Boucher—headteacher.
Mrs Steph Brown — data processor/Busines Manager.

8.3The main control facility is kept secure and locked when notin use.

8.41f, in exceptional circumstances, covert surveillance is planned, or has taken place, copies of
the Home Office’s authorisation forms will be completed and retained.

8.5Surveillance and CCTV systems will be tested for security flaws termly to ensure that they are
being properly maintained atall times.



https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://www.gov.uk/government/publications/application-for-use-of-directed-surveillance

8.6Surveillance and CCTV systems will not be intrusive.

8.7Any unnecessary footage captured will be securely deleted from the school system.

8.8 Any cameras that present faults will be repaired immediately as to avoid any risk of a data
breach.

8.9Visual display monitors are located in the designated area.

9 Privacy by design

9.1A DPIA will be carried out priorto the installation of any additional surveillance and CCTV system.

9.2If the DPIA reveals any potential security risks or other data protectionissues, the school will
ensure they have provisionsin place to overcome these issues.

9.3Where the school identifies a highrisk to an individual’sinterests, and it cannot be overcome, the
school will consultthe ICO before they use the additional CCTV, and the school willacton the
ICO’s advice.

9.4The school will ensure that the installation of the surveillance and CCTV systems will always
justifyits means.

9.5If the use of a surveillance and CCTV system istoo privacy intrusive, the school will seek
alternative provision.

10 Code of practice

10.1 Theschool understandsthatrecordingimages of identifiableindividuals constitutes as
processing personal information, soitisdonein line with data protection principles.

10.2  Theschool notifies all pupils, staff and visitors of the purpose for collecting surveillance d ata
vianotice boards, letters and emails.

10.3  CCTV cameras are only placed where they do notintrude on anyone’s privacy and are
necessary to fulfil their purpose.

10.4  Allsurveillance footage will be kept for 28 days for security purposes; the headteacherand
the data controllerare responsible for keeping the records secure and allowing access.

10.5 Theschool has a surveillance system for the purpose of the prevention and detection of
crime and the promotion of the health, safety and welfare of staff, pupils and visitors.

10.6  Thesurveillance and CCTV systemis owned by the school and images fromthe system are
strictly controlled and monitored by authorised personnel only.

10.7  Theschool will ensure thatthe surveillance and CCTV system s used to create a safer
environmentforstaff, pupils and visitors to the school, and to ensure thatits operationis
consistent with the obligations outlined in data protection legislation. The policyis available from
the school’s website.

10.8  Thesurveillance and CCTV system will:

e Be designedtotake intoaccountits effectonindividualsand their privacy and personal data.

e Be transparentandinclude acontact point, the DPO, through which people canaccess
information and submit complaints.

e Haveclear responsibility and accountability procedures forimages and information collected,
heldand used.

e Havedefined policies and proceduresin place which are communicated throughout the
school.

e Onlykeepimagesandinformationforaslongas required.

e Restrictaccessto retainedimages and information with clearrules on who can gain access.



e Considerall operational, technical and competency standards, relevant to the surveillance
and CCTV system and its purpose, and work to meetand maintain those standardsin
accordance with the law.

e Be subjecttostringentsecurity measures to safeguard against unauthorised access.

e Beregularlyreviewed and audited to ensure that policies and standards are maintained.

e Onlybeusedforthe purposesforwhichitisintended, including supporting publicsafety, the
protection of pupils, staff and volunteers, and law enforcement.

10.9  Be accurate and well maintainedto ensure informationis up-to-date.

11. Access

11.1  Underthe GDPR, individuals have the right to obtain confirmation that their personal
informationis being processed.

11.2  All disks containingimages belongto, and remain the property of, the school.

11.3  Individuals have the rightto submitan SAR to gain access to their personal datainorderto
verify the lawfulness of the processing.

11.4  Theschool will verify the identity of the person making the request before any information is
supplied.

11.5 A copyof the information will be supplied to the individual free of charge; however, the
school may impose a ‘reasonable fee’ to comply with requests for further copies of the same
information.

11.6  Where a SAR has been made electronically,the information will be provided inacommonly
usedelectronicformat.

11.7  Requests by persons outside the school forviewing or copying disks, or obtaining digital
recordings, will be assessed by the headteacher, who will consultthe DPO, on a case -by-case
basis with close regard to data protection and freedom of information legislation.

11.8 Where arequestis manifestly unfounded, excessive orrepetitive, areasonable fee will be
charged.

11.9  Allfeeswill be based on the administrative cost of providing the information.

11.10 Allrequestswillbe responded to without delay and at the latest, within one month of
receipt.

11.11 Inthe eventof numerousorcomplexrequests, the period of compliance will be extended by
a furthertwo months. The individual will be informed of this extension, and will receivean
explanation of why the extension is necessary, within one month of the receipt of the request.

11.12 Where arequestis manifestly unfounded orexcessive, the school holdsthe rightto refuse
to respondtothe request. The individual will be informed of this de cision and the reasoning
behindit, aswell astheirrightto complaintothe ICO and to a judicial remedy, within one month
of the refusal.

11.13 Intheeventthata large quantity ofinformationis being processed aboutanindividual,the
school will ask the individual to specify the information the requestisinrelationto.

11.14 Itisimportantthat accessto, and disclosure of, the images recorded by surveillance and
CCTV footage is restricted and carefully controlled, not only to ensure that the rights of
individuals are preserved, butalsoto ensure that the chain of evidence remainsintact, should the
images be required for evidential purposes.

11.15 Releasingthe recordedimagesto third parties will be permitted onlyinthe following limited
and prescribed circumstances, and to the extent required or permitted by law:

e The police—where the imagesrecorded would assistin aspecificcriminal inquiry
e Prosecutionagencies—such as the Crown Prosecution Service (CPS)



e Relevantlegal representatives —such as lawyers and barristers
e Personswhohave beenrecorded and whose images have been retained where disclosureis
required by virtue of data protection legislation and the Freedom of Information Act 2000

11.16 Requestsforaccessor disclosure will be recorded and the headteacher will make the final
decision asto whetherrecorded images may be released to persons otherthan the police.

12 Monitoring and review

12.1  Thispolicy will be monitored and reviewed every year by the DPO, Headteacherand the
Chairof Governors to ensure that it meets legal requirements, relevant guidance published by
the ICO and industry standards. A breach of this Policy may, in appropriate circumstances, be
treated as a disciplinary matter. Following investigation, a breach of this Policy may be regarded
as misconductleadingto disciplinary action, up toandincluding dismissal.

12.2  The Headteacherand DPO will be responsible for monitoring any changes to legislation that
may affect this policy, and make the appropriate changes accordingly.

12.3  The Headteacherwill communicate changesto this policy to all members of staff.

12.4  Thescheduled review date for this policy is annually



